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o pao e Inbox ) noreply.ca.bb@bb.org.bd

Mohammad Nurul Amin ¥

Mohammed Ishaque Miah

~ Mohammad Nuru! Amin
Inbox noreply.ca.bb@bb.org.bd g
Certificate Issu 223PM N
Drafts 4 »e”"r‘a .'3 e : , Certificate.p12 v
Dear Sir/Madam | Your certincate has been issued. Plea 2 KB

noreply.ca.bb@bb.org.bd > o

Certificate Password

Dear Sir/Madam ,

unk E-Mail | " Your certificate has been issued. Please find the attached certificate.
Application Monitoring System
Me » A ’ Certificate Details:
oo : Common Name: MOHAMMAD NURUL AMIN
iscellaneou P -
o3 Serial Number: 5e35%fedbb701fd81606d36ddac64d7a
Mosharof Application Monitoring System Valid From: 2023-06-04T15:00:22.000+07:00
Valid To: 2025-06-04T715:00:22.000+07:00
IRA
lotec You will be receiving the certificate password in a seperate email,
pplication Monitoring Systen
Ol Application Monitoring System P Kind Fegands,
PKI Admin
Quarantine Dear S ase be Informed that all applications are This mail is Scan By Standard Antivirus,
s hahi Néfra

AMGRCFD TRfeT® TN “Certificate.pl2” NP B GBIHND FIZA AP, G oo JFNA LT AGHIBL
wfifs T9e BPFe A0 | TF AMBRAHIE FITa G T F3E (ARFS ~PTGAT JRIAFTHEIT &) TOTS
GFgold Q32 (AN TH 1 TSI T2e4l | ©I2 AAASA] F9F (& WK TG AMGRACHG FIZAD CISCEG
FAOE AR TISCET (PO (AP AR ey Fifesae @ o 921l for (@ [Near e Face 21|

TICAGIT FE T FI3e04 W ‘Download’ @ fFF 0O TE| T2 TICAET (FITIF T3 I G139 A0S
EIGH
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& IIOLANN A3
o 3|\$@553 @ (FEOIC AT ‘\55!) qitz & (A “Certificate” «INF ‘«T’ﬁi’@f O @W IS ||

> 2ARY = | Downloads

Home Share View

+ ¥ > ThisPC > 0S(C:) » Users > namin > Downloads

& Downloads # »  Name
:'-;‘ 2
=] Documents v Today (2)
| Pictures o =
_ﬁ Certificate
BACID 84) Signed doc1
Hajj
» v Last week (2)
ORDER POLICY .
% Bangladesh_Bank_Professional Services Delivery .
Writeup

% BBCA-enrollment-form-organization

o TR % S4I9 7} Installation Wizard BIe] 23 2|

X

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept. |

Store Location
O}

O Local Machine

To continue, dick Next.

cndl | “Current user” SONE T8 F@ “Next” 6w 59

IO [
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&% Certificate Import Wizard

File to Import

Spedify the file you want to import.

Browse...

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store (.55T)

Next Cancel nNeth W W W m |

o# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Import options:

[[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[IMark this key as exportable, This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Mon-exportable)

Indude all extended properties.

AMEATE T SR e Avreare W arp
Net ]| Cancel Qe 118 FCF "Next” 607 6 400 1 |

OIGGreT F5%57 19217 A CAT*1BT Page 3



&

e

% Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify & location for
he certificate.
P—

(®) Automatically select the certificate store based on the type of certificate

\_JPlace all certificates in the follawing store
Certificate store!

Browse...

£# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘You have spedified the following settings:

Cancel

Cerfificate 5 EESachl Automatically determined by the wizard

Content
File Mame

PFX
C:\Wsersinamin'\Downloads\Certificate.p12

TG Tt T35 IIZIR [N TA=6T

Cancel

e T MHEFZe qURT TCAT

@It @7 f510e13 FCT "Next” B
5 T90° 29 |

"Finish” 607 f$F F400 Q|
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Importing a new private exchange key x

An application is creating a Protected item.

CryptoAP| Private Key “Set Security Level” @ 55 w3 etarem
T SR @nen @6 Fate W@l
Securty level setto Medum | | Set Securty Level.. | | qrweg fafSam cices FifwSfafs Fiees

Cancel Detailz... A @Ce | OIFAT POK” Q6 @W

¢ P09 (]|

o ftoa SR wrEs o |

Security Warning

You are about to install a certificate from a certification
! authority (CA} claiming to represent:

Root CA Bangladesh 2020

Windows cannot validate that the certificate is actually from
“Root CA Bangladesh 20207, You should confirm its origin by
contacting "Root CA Bangladesh 20207, The following number
will assist you in this process:

Thumbprint (shal): 772596AF 862D8A%8 895CAGEF 0ATOB2ZAT
A4BEC136

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes Mo I

o “Yes” Q60 o5 Fdte 23|

Certificate Import Wizard e

o The import was successful,

. “OK” 350 fFF I STOETH 7Ty F40° |
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» TOfGTBreT STBRetBa Taxa

IO fEfene At 2Toa 26 27 IREFE @AEE 69T, aNas eqE, aN9T Qe Toiifr
THABE (G2 [GTETHIfe] Al FHCO AR | @ (@I PG TFCH FeT M FrHd K 02 (GISrore
FEd PG A1 G TS ARG @6 FHF smie I wizre fefe qre | @l 7w 9
THINCBA intigrity, authenticity 3R non-repudiation 4% fPoxe! awiq 3= | fEfEbE FrFage @A
THECHY (P07 ARTST T2 O BT T AR | FrHABIA FU8 AHFIF Fa0o AR @, Fof
T R | HOGT, FEGAP O oM oTwiore Wi AWt ¢Fea fefete Frwd wrore wwEe N
Al I |

% Word GHINBLS fGIGBre HAIRN HaT

e @ @9 93 word document-F fEIEHE FF7 FACS :

o Click on “Office Button” - “Prepare” menu - “Add Digital Signature” sub menu.

9-)= Test - Microsoft Word x

Review  View  Add-ns  FoxitReaderPDF  Awro BanglaTools @

#Fina -

D Prepare the document for distribution
New

3
P14 (B H[9) | aapoecne] assbeene AaBbC. aaBbce AADB 4aBbcc. 2osbeeo. AaBbecde aaBbeen: AaBbeeDe = %
ERES THormal | THo Spaci.. Heading1  Heading2  Title Sublile | SublleEm..  Emphasis IntenseE..  Stong - ChARE o
styies 5| edting

2, Replace

print >

2 rasae
T

Ely »
L/ Publish

ccess while restricting their
copy, and print.

Add a Digital Signature
Ensure the integrity of the document by
le digital signature,

lgnalure in MS Word documents. Digital Signature in MS Word documents.
@

Signature in MS Word documents, Digital Signature in MS Word documents,
~
Close

Signature in MS Word documents, Digital Signature in MS Word documents,

Digital Signature in MS Word documents.

Page:1of 1 Words:42 | <55 English (United States) |

HpTypaharamsear(h o] b B u e ] ¥ B

.
Sign ? >
@ 5ee additional information about what you are signing...
You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.
Purpose for signing this document:
I
Signing as:  MOHAMMAD MNURLL AMIM Cha
hange... S B “si G
Issued by: Bangladesh Bank Sub CA for BE Employees RIGE! “Slgn" @?ﬁ
: 0O S|
Sign Cancel
°
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Signing data with your private exchange key *

An application is requesting access to a Protected item.

Password for:

CryptoAP| Private Key

BTG I GTFA AWITTT & "OK” A6
Cancel Dietails ... m FACS 2|

Signature Confirmation >

Your signature has been successfully saved with this document.,
If the document is changed, your signature will become invalid.

[]Den't show this message again

"OK” A6 (555 I IFa 10 F4ce |

o G THCABH fCfEBrE Frvage | Frwage THdd e DiEe o Symbol gmixfe |

Test - Microsoft Word — O *

€
- Home Insert Page Layout References Mailings Review View Add-Ins Foxit Reader PDF Avro Bangla Tools @

= i

= - | A )\lliI/, |:=

EEE “"‘}_ll‘il AaBbCcDc  AaBbccDc AaBbCi ___ 4

@ Security Warning Macros have been disabled. Options...

-E---I---l---l---z---l---2---|---4---|---E-Signatures v X
—

M I I | 07 o

Page:1of 1 | Words: 37 | <&  English (United States) | @& |

Paste ¥ (B O - abe x, % Aa~||E2- A= |[3=-1(&a~ e -] T Mormal gtthge Editing
: : : yles -
Clipboard ™= Font Paragraph Styles
FERNEE |
X

vj Valid signatures:

MOHAMMAD NU... 6/6/2023

Digital Signature in MS Word documents. Digital Signature in MS Word documents.

Digital Signature in MS Word documents. Digital Signature in MS Word documents

Digital Signature in MS Word documents. Digital Signature in MS Word documents.

This document is signed.
Any edits made to this document will
invalidate the digital signatures.

Learn more about signatures in

OIGGreT F5%57 19217 A CAT*1BT Page 7
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I@ Test - Microsoft Word - O #
5 Home Insert Page Layout References Mailings Review View Add-lns Foxit Reader PDF Avro Bangla Tools @
j’ Calibri (Body] ESIN(E2 =|lon w4|[BU[]| pasbeene mapbocne AaBbCi —| A4 o
Paste ' 2 aby | A Ty . Hea Change ||Editing
s [B 2 0 - dex x aa|Z- A [1=-][& | 1 Normal o t
Clipboard ™= Font Faragraph Styles
FERTIEE
@ Security Warning Macros have been disabled. Options... X
E'l' ERRE— : . : . .S'Signa‘“'es T X
=, valid signatures:
MOHAMMAD NU... &/6(20
=
- =
o
Digital Signature in MS Word documents. Digital Signature in MS Word documents.
Digital Signature in MS Word documents. Digital Signature in MS Word documents
Digital Signature in MS Word documents. Digital Signature in MS Word documents.
This document is figned.
- + | Any edits made to ts document wil
o invalidate the digital fignatures.
/I % | Learn more about signatures in
_ Office documents...
° Page:10f 1 | Words: 37 | English (United Statlg) | @& Indicates the document is digitally signed = ; T
Signatures v x| ¢
= Valid signatures:
MOHAMMAD NU... 6/5/20]
B Sig
Signature Details... <Eick here to see signature details |
Signature Setup...
Remove Signature_J) <Eick here to remove the signature |
°

o oMb FiE R@If® ®HCS “Signature Details” 4 {53 F4C® 2|
o HoIABIE I TS “Remove Signature” 9 5% 4 A |

Signature Details ? s

= Valid signature - This signature and the signed content have not been
" modified since the signature was applied.

Purpose for signing this document:

Signing as: MOHAMMAD NURLIL AMIN Nicw
Issued by: Banaladesh Bank Sub CA for BE Employees
See the additional signing information Close

that was collected. ..

Click on “View” to know about signer

OIGGreT F5%57 19217 A CAT*1BT Page 8
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n | Certificate X || p | Certificate x
Details  Certification Path General Detzils [|Certification Path

Certification path
& Certificate Information r 5] Root CA Bangladesh 2020 i

5] BangladeshBank CA 2022

This certificate is intended for the following purpose(s): —BJ Bangladesh Bank Sub CA for BE Employees
* Protects e-mail messages _aJ MOHAMMAD NURLIL AMIN

*Refer to the certification authority's statement for details.

i Issued to:  MOHAMMAD MURLL AMIN i

Issued by: Bangladesh Bank Sub CA for BE Employees

View Certificate
Valid from 04/06/2023 to 04/06/2025
- Certificate status:
ﬁ? ‘You have a private key that corresponds to this certificate.
\ ) is certificate is Ok,
Issuer Statement
°

o Toitaw form amixfe MBRAFE FTFAT (AT TSR FF 5 ez |
o A fora 2l T ABRFFOHG  Bangladesh Bank Sub CA for BB Employees 9% 393
a9 T (VAWM 04/06/2023 TS 04/06/2025 |
o AR fora AGRFCFG #A1x A Firs 1 I Root CA Bangladesh 2020 9% AMGHIZC

Bangladesh Bank CA 2022 %< AfGFZE Bangladesh Bank Sub CA for BB Employees F9®
ABFZE & Mohammad Nurul Amin R & TFCH Freae=! |
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81 MS Excel GBS fefEbrer A o1

e MS Excel 99 (@8 MS Word TFCACH o2 L7 SPrd (1 fCfebie %1 41 | GHCAe I7P1R
IBES kP

o Click on “Office Button” = “Prepare” menu > “Add Digital Signature” sub menu.

Digital Signature Demand - Microsoft Excel - *

b oview @ - o x
Prepare the document for distribution

New =, ) = Fhe FEY || E Autosum - s
= -||p1 -|| Siwrap Text General - *H = [ wormal Bad Good um | % #
> Properties ]l ad =1 i<z > == @ Fin-
|95 view and edit workbaok properties, such 2 i Merge & Center = | [ § = % o ||%3 5| Conditional Format  Neutral Calculation | [0S - | Insert Delete Format Sort& Find &
7 Open as Title, Author, and Keywords. 2 Formatting - as Table = - - - 2 Clear~  Fifter~ Select~

Inspect Document
Check the workbook for hidden metadata
or personal information.

& Number i Styles Cells Editing

LU
.

Encrypt Document ! E F G H ] J K L M N o p

H Savess b ﬁ_{j}J Increase the security of the workbook by
adding encryption
= b Restrict Permission
= Grant people access while restricting their MOBILE |EMAIL DEPARTMENT [REQ DATE
9| Prepare > Ly Add a Digital Signature
R Ensure the intearity of the workbook by
‘ﬁ Send b = Mmasml (@ Press F1 for more help. |
Let readers know the workbaok is final and
7 Publish » make it read-only,
:Z Run Compatibility Checker
o #] Check for features not supported by earlier
] cwse versions of Excel
[ i3 excer options | (X Ext excel
157 1 [ 3
15 L1 \
17
18
19
20
21
22
23
24
25
26
27
28
29
30
a1
3

3
M 4+ | Sheetl  Shest? ~Sheetd ,TJ
Ready

£ Type here to search

o “FISICE MS Word @ T FAK <IPTR FPIAe FACS 2|
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¢ | PDF GFCTB(3 fefemnre e s

PDF reader 2113 W& 08 JCACR @, Adobe Reader, Foxit Reader, fAfeq aiwia Tonfv 1 atvd S
Foxit Reader JCbCa eTF] Mo @2 ST FACHR TR «f 2495 T4l FCACR | Foxit Reader-ad LT
f® RS (FCH PDF-CFCNB H2F T I | Foxit Reader-4 NCN PDF-THCNB HE T LIoPTR ey oozt
ElGIN

o AR (T PDF-UFGID A2 FAC® A ©f Foxit Reader-9d LTI open FACS B(A |
(Right Click on desired pdf file - Open With = Foxit Reader)
e Protect (VTS oI “Sign & Certify” @ click FHC® I |

= =58

&= r}
“ Horme Cormment View Far Share Help
" Hand 4 4 D o
\«_.l Fa-- S
Al R B2 &

Ti; Select -

® PDF Time Stamp | Digital  Trusted

‘£, Zoom Sign | Certi Document IDs Certificates
Tools #7 Place Signature...

- 3

(Protect > Sign & Certify - Place Signature)

o I TFECHT @ GRAR Sl H951d Mee i, GIRIE giol F9c 2 |

G 258 &=
“ Home Comment View Form Protect Share Help @ Tell me what you want to do..

Start ; : Bonus.pdf X

N L K S R RN G R AT RN
FD / Sign Document X

77 Sign As: J MOHAMMAD NURUL AMIN v Info...
=
2 Text For Signing
Location: | |
Reason: | I am the author of this document] \/I
~
@ imlé] 3 f;TCW‘T 2~ 3;‘]51%( d )- q  [Lock Document After Signing
;‘g Signature Preview
P Appearance Type: Standard Style v
78

m M O H M M Digitally signed by MOHAMMAD NURUL W
A A AMIN

- DN: C=BD, CN=MOHAMMAD NURUL AMIN, b
SERIALNUMBER=NIDa2314d473ff731f7654
18ed2176b2ed3afdde00d, L=Dhaka,

Na E=nurul.amin@bb.org.bd, S=Dhaka 7

WF— Reason: | am the author of this document X

o H 6 c

\m ﬂa o Location: Fsl .a O

AM I N 2023-06-08 12:25:39

Date:

QOQQ W W m (a-u Foxit Reader Version: 9.1.0 ﬁTq:

b, S b — —T Ca T k4 i —
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o il TR 7 TATH emf® “Sign Document” TR WFA| GTS Sign As: @ AMGRRE6 A Feeg I
“Sign” AGC 5 FACO TR “Save As” F9H ST | THCTBB Mg FICH SN GPE G Save FACO

I

TG Tt T35 IIZIR [N TA=6T

[E save i bt
4 I s ThisPC » Desktop S Search Desktop
Organize v Mew folder = - (7]
8 Thi " "
2 This PC .y
B 3D Objects ;
S -
[ Desktop ; L | -
@ Documents
* Downloads BBCAICT Sec Birth Bukhari Sharif CA
Policy
J& Music
&= Pictures = “'Q:&;-" ]
m Videos : E S "s.l E
i, 05(C) ’ " - 5
== NewVolume (D:,, CA Manual CA Training docs CA Tutorials DjangoProject Hajj v
File name: | M w
Save as type: | PDF Files (*.pdf) v
~ Hide Folders Cancel
Signing data with your private exchange key >
An application is requesting access to a Protected item.
Password for:
CryptoAP| Private Key
Cancel Details...
“OK” A6 {5 T =1

Page 12
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THACHA Aff*® QIR (dragged area) fCferbier Bieieavra w1 2| fevs fora =11 qew fow @A

QIS TG o TG-)

MOHAMM Zffemmones. (e )
AD NURUL s JREATT T
AMIN == o Ayl Sy
Foxit Reader Version: 9.1.0 1T !

faeriy facas w2- 39ufE(3)- 0@ /020

HIYI (T (FA-Co-S1TR) -0 EWiF ST |
WefHB e SIfoq Gy ST TR (@, AT IRER FES HIE g

| 00 FAITAF AR (FAPT (FA-8e-RT/00) WHHRT 3 A, 00 YBI; (e A

o G Signature Validation Status (6% R T PO T4 {5 Fare = feoa wrzers
T |

Signature Validation Status

J # Signature is VALID, signed by MOHAMMAD NURUL AMIN
<nurul.amin@bb.org.bd=.

- The document has not been modified since this signature was applied.

- Signed by the current user.

E Signature Properties... i Cancel

e “Signature Properties” 6t e T4l Feaa TR I WA |
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Signature Properties

\1//! Signature is VALID, signed by MOHAMMAD NURUL AMIN =<nurul.amin@bb.org.bd=>.

Details

Signed by: | AMMAD NURUL AMIN

<nurul.amin@bb.org.bd> | Show Certificate...

Reason: | I am the author of this document |

Date: | 2023/06/08 13:07:53 +06'00' Location: |

Validity Summary

The document has not been modified since this signature was applied.

Signed by the current user.
Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:
2023/06/08 13:07:53 +06'00'

Signer's Contact Information: | Mot available

Close
. “Show Certificate” 5w FF
FACe 20A | [T ©lEEs 97 O |
Certificate Viewer 4
Certificate Path Trust
= Root CA Bangladesh 2020 A certificate used to sign a document must either be designated as a trust
= BangladeshBank CA 2022 anchor or chain up to a trust anchor in order for signature validation to

B Bangladesh Bank Sub CA for succeed. Revocation checking is not performed on or above a trust anchor.
MOHAMMAD NMURUL AMIN
[~ Use this certificate as 3 trusted root

If signature succeeds, trust this certificate for:

Validating Signatures

[~] validating Certified Documents

£ Show Certificate 1 Add to Trusted Certficates

Cancel

Tota7 form e TRect i (A WHve 2w T Heamoribe sfafemi=Ete fam|
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